Subject: Important security notice for guests with a reservation
Dear Guests,

if you have received a suspicious message via WhatsApp, e-mail, SMS, a phone call or any other
communication platform referring to the details of your reservation at LifeClass Hotels & Spa
Portoroz, we kindly ask you to exercise particular caution. Such messages may be sent by
unauthorised parties falsely presenting themselves as representatives of LifeClass Hotels & Spa
Portoroz, booking platforms or other related providers.

Please note that LifeClass Hotels & Spa Portoroz or the booking platform Booking.com will
never ask you to:

e provide payment card details by e-mail, phone, SMS, WhatsApp or through other
unverified communication channels,

e provide your CVV code, PIN code or one-time security passwords,

¢ make a bank transfer or payment that does not correspond to the payment terms stated
in your booking confirmation,

o make a payment through an unverified link.

If you receive a message that appears to come from the hotel, a booking platform or another
accommodation provider, please verify its authenticity before clicking any links, providing
information or making a payment.

In line with the notification obligations under the General Data Protection Regulation (EU)
2016/679 (GDPR), we hereby inform you that a security incident has been identified which may
affect the confidentiality of certain personal data connected with your accommodation
reservation.

Based on the information currently available, the security incident was identified at an external
contractual data processor providing reservation management services for accommodation
providers.

According to the analyses carried out so far, the incident may have affected the obtaining of the
following categories of personal data: the guest’s name and surname, contact details and
certain reservation-related information, such as arrival and departure dates.

We would like to emphasize that, according to the information currently available, payment card
data was not compromised and was not stored in a manner that would allow its misuse in
connection with this incident.

Due to the nature of the incident, there is an increased risk of online fraud attempts, particularly
in the form of fake messages, social engineering, phishing messages and unauthorised
communication in which senders present themselves as official hotel or partner channels.

We would especially like to draw your attention to the possibility of receiving fake messages,
mainly via WhatsApp, e-mail, SMS or phone, which may include requests to provide personal
data, payment card details or to make a payment through unauthorised links.

To protect your rights and interests, we recommend that you follow these security precautions:



e donotopen links or attachments received from unverified or suspicious sources,

e do not share personal or financial information through unsecured communication
channels,

o verify the authenticity of the message before making any payment or providing personal
data,

o if you suspect misuse or have already shared financial information, contact your bank
immediately,

o forward any suspicious communication to us for verification through our official contact
channels.

Suspicious communication can often be recognised by requests for urgent action, threats that a
reservation will be cancelled, links that do not lead to official domains, requests for payment
card details or security codes, and messages sent from unknown or unusual contacts.

As aresponsible controller of personal data, we have adopted appropriate technical and
organisational measures to review the circumstances of the incident, limit any potential
consequences and continue ensuring the protection of personal data.

Together with the external data processor, we are carrying out additional checks and requesting
the implementation of further protective measures where necessary.

For additional information, verification of suspicious messages or questions regarding your
reservation, you can contact us through our official contact channels:

LifeClass Hotels & Spa Portoroz — Reservation Centre
E-mail: booking@lifeclass.net

Phone: +386 5 692 9001

Website: www.lifeclass.net

For questions regarding the protection of personal data, you can contact our Data Protection
Officer:

Data Protection Officer
E-mail: dpo@lifeclass.net

We understand that notifications of this kind may cause concern, and we thank you for your
understanding and caution. Protecting your personal data and maintaining the trust of our
guests remain our highest priorities.

Kind regards,
LifeClass Hotels & Spa Portoroz



